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INTRODUCTION

The purpose of this document is to provide a guide to essential information necessary for auditing patient
records and user access.
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ACCOUNT ACTIVATION

New users will receive an email similar to the one below with a link to set up security questions and
choose a password. Click on the link to begin account activation.

Account Activation Inbox % =
donotreply@ e com 1:01 PM (4 minutes ago) - v
to me (=

Demo, an account has been created for you. Your new user name is Demolser. You can activate your account and choose a
new password by clicking on the link below:

https-//dema hieadvantage com/TruvenHIEBusPreview Adapter! WebClient/PasswordSelfSenvice/ActivateAccount?UserMame=
Demollser&Monce=095-082-0883

If clicking the above link does not work, please copy and paste the link into the address bar of your web browser.
The link above will expire within 24 hours.

Thanks,
WebMaster

Note: The Clinical Web portal supports the latest versions of the following browsers:
e Google Chrome
e Internet Explorer
e Mozilla Firefox
e Safari

Once you click on the link to begin account activation, you will be directed to the following screen in your
default Web browser.

Create a new password. To view the minimum requirements for your system, click the arrow beside
What makes a strong password?. Enter your password and confirm, then click Submit.

Note: Passwords are case-sensitive.
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Activate Account for User DemoUser Return to Login

Flease choose a password.

User Name DemolUser

New Password | |

Confirm Password | |

4+ What makes a strong password?

« At |least 8 characters long

+ Contains at least 3 of these 4 character types:
o Upper-case |etter
¢ Lower-case letter
¢ Number

o Special character (l@#$% &%)

Submit

After your new password is accepted, you will see a confirmation screen. Make note of your user name
before proceeding (the user name is “DemoUser” in the example below). Select Click here to login.

Activate Account for User DemoUser

Your account has been successfully activated! Click here to login

You will be taken to the login screen. Enter your username and password and click the Login button.

Login to Unify™ Data Management
Platform 2012/2013

User Name ‘ |

Password ‘ |

| i Login |le

If you attempt login using the incorrect password too many times, your account will become locked out.
Locked accounts will become unlocked after a certain amount of time. If you are having difficulties
logging into your account, click the Forgot your password? link, or contact your system administrator.

Follow the directions to add at least three security questions. You may edit these later, after completion
of the account activation steps, by clicking My Profile in the top right-hand corner of the screen.

Note: Prior to arriving on the Security Questions page, you may need to read and accept some terms
and conditions, if they have been set by your HIE.
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Security Questions

You must answer at least 3 security questions.
1f you forget your password, we will use these security questions to help you recover your account. Make sure the answers to your security questions are:

« Something only you know and which you will not forget

+ Not easy for someaone else to guess

+ MNot likely to change over time

+ MNot associated with your username or password in any way

Add Question

Question | (Select a question...) El

[ write my own question

Answer | |

Submit

After adding your third security question, your account will be active and you will be redirected to the
Application Dashboard “home” screen.

Note: Users with the Clerk role will be redirected to the Census screen.
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APPLICATION DASHBOARD

After login, you will see the Application Dashboard, which functions as a “main menu” or “home page” of

options. Depending on the permissions associated with your account, you may see different applications
from those listed below.

Users with the Auditor role will have access to links for My Patient Lists to audit access to patient
information and Audit & Feedback to audit user system access.

Review Medical Records for My Patients
My Patient Lists

Administer the Platform
Audit & Feedback
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NAVIGATING IN THE WEB CLIENT

The HIE platform’s navigation bar allows for quick streamlined navigation through the various screens
available within the Web client.

The menu links across the left-hand side correspond to the applications that are available to the user and
reflect the permissions associated with the user’s account. Depending on what those permissions are,
different applications from those included in the screenshots below may appear on the navigation bar.

My Patients Analytics Record Linking Administration Inbox -

A __ __ T _ _at® _ __ s _ i _ _ ___1

After a user has moved from the Application Dashboard “home” screen, a Dashboard button will appear,
along with a “home” icon, at the left-most side of the navigation bar. This will provide access to the
Application Dashboard from anywhere in the Web client. Note that the Dashboard button will not appear
while a user is on the Application Dashboard.

A Dashboard My Patients  Analytics Record Linking Administration Inbox Q
T —

After a user has accessed additional applications, a link to the most recently accessed application will
appear next to the Dashboard button. This Back button is indicated by a back arrow with the name of
that screen.

# Dashboard 4+ Census My Patients  Analytics Record Linking Administration Inbaox Q | I
——

Hovering over any of the menu links, not including the Dashboard button or the Back button, will display
a dropdown menu containing menu options, again corresponding with those listed on the Application
Dashboard.

I MMy Patie&t?s Analytics Record Linking Administration Inbox l

My Eatient Lists yard

Across the right-hand side of the navigation bar are additional menu links. By hovering over the user
name, the My Profile and Sign Out links become visible. Refer to the Feedback and My Profile sections
below, if applicable, for additional information.

M Provide Feedback B User: C@ini:ian I
My Profile

Sign Out

These links may also be configured to provide access to the My Profile and Sign Out buttons via
individual buttons.
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M Provide Feedback L My Profile B Sign Out

For users that have access to the Direct secure messaging application, a message naotification may
appear on the navigation bar. This notification displays the number of unread messages in a user’'s
Inbox. When new messages are received, the indicator displays in red.

2 M provide Feedback AL My Profile B Sign Out

| 2 new Direct Messages

Clicking on the indicator will provide access to the Inbox screen. After the user has visited the Inbox, the
indicator display will change from red gray.

M provide Feedback XL My Profile B Sign Out

Global Search Bar

The Global Search Bar is located at the end of the menu links on the left-hand side of the navigation bar.
It is useful for searching and navigating directly to a user’s record or to any application screen within the
HIE platform. The search terms are not case sensitive, and the search results will appear in a pop-up
window directly below the search box.

My Patients  Analytics Record Linking Administration Inbox

Searching for Screens

The search results will include all screens for which the search term is included as all or part of either the
application name (e.g., User Security) or the tab names (e.g., Users).

-
User Security = Users

User Security = User Groups
User Security = Foles |

User Security = Patient Policies

\ R AR 2R 2R

User Security = Define Policies

Clicking on a row from the list of results will provide access to that screen.

PAGE 7
April 2015 = ©Truven Health Analytics = Proprietary and Confidential = www.truvenhealth.com



TRUVEN &

HEALTH ANALYTICS

[ —

& User Security = Users

# User security = User Groups | LUser Security
= User Security ﬁcles

User Groups

User Group Hierarchy

4. Master Users Group (Master Users Group)

Searching for Users

The search results include all users for which the search term is the user’s first name, last name, or
username. Search results do not include any user records that only partly match the search terms.

T

B Cemo Demo [ demo )

| B Demo Useri Demolser )

B CDemo User { DemolUserl )

Clicking on a row from the list of results will provide access to the user’s security record.

-

@ Demo Demo | demo )

o DE%LHEF{ Demolssr )

@ Denmicer NDemalliser] )
User Security
(o | s Leromes]
Wser Hame Search Edit User: Demollser ML & oriete user |
sear Hame User Information User Group Settings
& Search . Isgr OFouLg Master
User Demographic o [ 2z
Advanced Search Tithe

Jogr Typ@ Warrib

First Hams First M am @ Digmin

Because of this shortcut navigation feature, only users with the appropriate administrative permissions for
accessing user security records will be able to use the global search bar to perform a search for users.
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MY PROFILE

To change your password and update your security questions and answers, access your profile by
hovering over your user name in the upper right-hand corner of the screen and selecting the My Profile
link.

M Provide Feedback W User: C@ini:ian I

My Profile

Sign Out

Note: The My Profile button may be available via a separate button on the navigation bar, instead of via
a dropdown menu under the user name.

M provide Feedback L My Profile B Sign Out

Here, you can update your password on the Change Password tab, view and update My Information, or
update your Security Questions.

My Profile

m

J Change Password 1 [ My Information 1 [ Security Questions

Old Password |
My Profile
New Password |
Confirm Password | Change Password 1 [ My Information Security Questions 1
+ What makes a strong password? )
Title
Submit First Name
Middle Name
Last Name
Credentials

Email Address

NPI

State License Number

Submit
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On the Security Questions tab, you can update the email address to which password reset links will be
sent, and you can view and update your selected security questions.

My Profile

[ Change Password } [ My Information ] [ Security Questions 1

Email

In the event that your password is lost or forgotten, this is the email address to which we will send your reset password link

Email Address ‘ |

Submit

If you forget your password, we will use these security guestions to help you recover your account. Make sure the answers to your security g
s Something only you know and which you will not forget
s Mot easy for someone else to guess

s Mot likely to change over time

s Mot associated with your username or password in any way
Questions you have already answered:
What is the first name of the boy or girl that you first kissed? Reanswer Delete

What is your oldest sibling’s birthday month and year? (e.g., January 1900) Reanswer Delete
What was the last name of your third grade teacher? Reanswer Delete

Add Question

Question | (Select a question...) v |

[ write my own question

Answer ‘ |

Submit

Click the Back link on the right-hand side of the screen to return to the patient information tabs.

My Profile

[ Change Password } | My Information | [ Security Questions 1
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SEARCHING FOR PATIENTS

Census

Select My Patient Lists from the Application Dashboard to view patient records. From the Census
screen, you can search for a patient using the listed criteria. Any required search terms will be marked
with an asterisk.

Note: The options in the drop-down “Patient Search” menu may differ from the screenshot below, based
on selections made by your HIE.

Census
My Census Definitions Last Name First Name 3 DOB 3 SSN
Eatient Search - Demoski = 07/18/2005 XOOX-XK-FBT6
L\\, Collaborate
ows
Census Search Criteria Add to My Census

Demographics

Recipient#

SEN*

MRIN*

Last Name |demoski

First Name

Middle

Name

Date Of 07 18 2005
Birth*

You must provide at least 1 required [*] search
parameter

You must provide at least 2 criteria

Search Clear

Patients matching the search criteria will appear in a list to the right of the search box. Results can be
sorted by Last Name, First Name, or DOB (date of birth).

Click anywhere on the row with the patient’'s name to access the patient’s record, or right-click and
choose from the menu. Clicking a tab option will take you directly to the tab for that patient.

Patients previously viewed and saved are accessible by selecting My Census from the My Census
Definitions dropdown box. To add a patient to the My Census menu, right-click on them in the manual
search results, and choose Add to My Census.

Census
My Census Definitions First Name 3 Middle Name 2 Last Name %
My Census IZ' Helen Demoski

Patient Search
Showing 1-1 of 1 rows

Census Search Criteria

Demographics
MRN

Last Name

First Name
Middle Name

Search Clear
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Collaborate

The Collaborate tab displays all users who have accessed a patient’s information as well as the specific
pages viewed. It provides a record of all user activity, including User Name, User Group, Address, and
Phone Number when grouped by user; and Session Start Time, User Name, and User Group when
grouped by session.

Collaborate
Search Options

Date Range | Jun 24, 2013 to Sep 24, 2013 Group By  User [=] & Refresh
Groupad by User

User Name U
Master Users Sroup

+ wmmaye_test (Moye, Will) Master Users Group {Master Usens Group
+ |wmmaye (Moye, Wil Master Users Group (Master Usens Group
+ | spalm (Palm, Sarahk) Master Users Group (Master Users Group

By default, the date range includes the previous three months, and the results are grouped by user.
Clicking on the Date Range filter allows you to limit the results to any of the displayed ranges or to specify
a start and end date.

Date Range | Jun 24, 2013 to Sep 24, 2013 | | | Group By | User E|| | ®

Past month / next month Start date End date

rouped by User PastZmenths/next2months | [@ un  [o]2013 [] © (@ [sep [2] 203 [-] O

Past 3 months / next 3 months

Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa

Past 6 months / next 3 months Z EI s [
b |wmmoye._test Past year / next 6 months 2 2| 4 5 8 7 =8 o 10/ 11| 12| 13 14
Past 2 years / next 6 months 9|l 10| 11| 12| 13|| 14| 15 El 16|| 17| 18| 19| 20| 21
F (wmmoye (Moy,
| | 16| 17| 18| 19| 20| 21| 22 @ 23| 24| 25| 26| 27| 28
Palm, & —
b |spalm (Palm Date Rangs N 4 23| 24| 25| 26| 27|| 28| 20 20
F |echarnesky (C 11 =0l —
I |rhondatest (Te —
F |goguntebi (Ogy Done
Search by user name or user group using the search boxes above the respective columns.
User Name
wrnmoye|
wmmoye (Moye, Will) User Group
wmmoye (Moye, Will) Master Users Group|
wmmoye (Moye, Will) Master Users Group (Master Users Group)

Master Users Group (Master Users Group)

Master Users Group (Master Users Group)

Master Users Group (Master Users Group)

Click on the + sign beside the session to view a complete record of the user’s access to the patient’s
record.

CEAdmin (Administrator, Careevolution)
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Click on any of the headers to sort by column.

= |09/20/2013 14:20:11

CEAdmin (Administrator, Careevalution)

Time Stamp

User Name

Patient «

{bi

09/20/2013 13:58:32

CEAdmIn (Administrator, Careevolution]

Demoski, Heather

09/20/2013 13:58:31

CEAdmIn (Administrator, Careevolution]

Demoski, Heather

09/20/2013 13:58:32

CEAdmIn (Administrator, Careevolution]

Demoski, Heather

Each log event includes time stamp, user name, patient viewed, actions performed by the user, details
(including page duration), and applications viewed.

User Name

Patient

Action

Iministrator, Careevolution] Test, Will

Viewed encounter summary

Iministrator, Careevolution] Test, Will

Viewed patient

dministrator, Careevolution] Test, Will

Viewed encounter summary

Iministrator, Careevolution] Test, Will

Viewed patient

Iministrator, Careevolution] Test, Will
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AUDITING PATIENT RECORDS

After performing a patient search, click anywhere on the row with the patient’s name to begin auditing
access of the patient’s record.

Last Name First Name 2

Cremoski :ﬂ"‘f\ Helen

ar

You can also right-click on the row to select from the following options:

e Collaborate for auditing patient record access

e Addto My Census to save the patient to your own list for later review

Last Name 3> First Name 2 DOB 3

Demoski ”\.5 07f18/2005
A Collaborate

EERE oo
R —|

PAGE 14
April 2015 = ©Truven Health Analytics = Proprietary and Confidential = www.truvenhealth.com



AUDIT LOG

TRUVEN @&¢

HEALTH ANALYTICS

The Audit Log provides access to a record of all user activity, including Session Start Time, User Name,
and User Group when grouped by session; if grouped by user, it contains User Name, User Group,

Address, and Phone Number.

Administer the Platform
Audit & Feedback

Click on the Audit & Feedback link from the Application Dashboard to begin auditing user activity.

Audit

Search Options

‘ Date Range | MNov 21, 2013 to Nov 22, 2013 ‘ ‘

e . o
Growey sesson [o] | | Sevstveratemsonv [,

Grouped by Session

Session Start Time 4

User Group

11/22/2013 10:06:04

drose (Palm, Sarah)

Master Users Group (Master Users Group)

11/22/2013 09:54:01

goguntebi (Oguntebi, Grace)

Master Users Group (Master Users Group)

11/22/2013 09:52:10

drose (Palm, Sarah)

Master Users Group (Master Users Group)

11/22/2013 09:45:31

goguntebi (Oguntebi, Grace)

Master Users Group (Master Users Group)

11/22/2013 09:24:02

bl e

drose (Palm, Sarah)

Master Users Group (Master Users Group)

1A2E012.00:07:20,

anauatahnfAanatahinGrasa

MastasklsamGraunMaskan bl sams G rann

By default, the search start date is set to the previous day and the end date to the current day. Results
are grouped by session. Clicking on the Date Range filter allows you to limit the results to any of the

displayed ranges or to specify a start and end date.

Date Range Jun 20, 2013 to Dec 20, 2013 |

Group By | Session

| Sensitive

rouped by Sess

- |09/20/2013 14

. |09/20/2013 14

Past 2 months / next 2 months
Past 3 months / next 3 menths
Past 6 months / next 3 menths

Past year / next 6 months

Past 2 years / next & months E|| 1
1

Past menth / next month Start date

(@ [wn [z]2013 [+] @O [pec [=]2013 [+] O

Su Mo Tu We Th Su Mo Tu We Th Fr Sa

5 SEl

0 s 7 Y

3 14|

11| 12][ 1
[ 18] 15][ 20][ 21]

S

- |09/20/2013 14 Date Range

[ 25][ 28] 27|[ 23|

{r_n)_'l

EE

- |09/20/2013 14

» |09/20/2013 14
b |09/20/2013 13

8/us]

| Done |

To sort by Session Start Time, click on the column header.
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Grouped by Session

Se=ssion Start Time %
O

+ |09/20/2013 15:05:23

+ (09/20/2013 15:04:47
+ |09/20/2013 14:57:17

Search by user name or user group using the search boxes above the respective columns.

User Name

lwrmmoye|

User Group

wmmaoye (Moye, Will)

|Master Users Groupl

wmmaoye (Moye, Will)

. Master Users Group (Master Users Group)
wmmaoye (Moye, Will)

Master Users Group (Master Users Group)

Master Users Group (Master Users Group)

Master Users Group (Master Users Group)

To filter by users who have viewed sensitive records, select the Sensitive Patients Only checkbox and
then click the Refresh button. To return to the previous view, uncheck the box and click Refresh again.

Note: Only users who have been assigned a sensitive health role can view records marked as sensitive.

Sensitive Patients Onl |
v LFr_,J‘}_ ) Refresh

Click on the + sign beside the session to view the details of an event.

+ |09/20/2013 14:27:11

09,/20/2013 14:20:11
09,/20/2013 14:07:52
+ |09/20/2013 14:04:19
+ |09/20/2013 13:55:12

e Cmm fmm s m s =
o

Click on any of the headers to sort by column.

— |09/20/2013 14:20:11 CEAdmin (Administrator, Careevolution)
Time Stamp Uszer Mame Patient ¢E
09/20/2013 13:58:32 CE&dmin (Administrator, Careevolution] Demoski, Heather
09/20/2013 13:58:31 CE&Admin {Administrator, Careevolution] Demoski, Heather
09/20/2013 13:58:32 CE&Admin {Administrator, Careevolution] Demoski, Heather
e e .o e ot = PP P u R

Each log event includes session start time, user name, patient viewed, actions performed by the user,
details (including page duration), and applications viewed.
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User Name Patient = Action

!

Ill:lministratur, Careevolution] Demoski, Heather iewed patient

Ill:lministratur, Careevolution] Demoski, Heather Viewed encounter summary
Ildministratur, Careevolution] Demoski, Heather iewed patient

Ildministratur, Careevolution] Demoski, Someallergy ] Viewed encounter summary
Ildministratur, Careevolution] Demoski, Someallergy J Viewed patient

Bdministrator. Careevalufion  Demoski. Stan Migwerd SNEOUNfECSUmMMmALY
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PROVIDE FEEDBACK

The Provide Feedback link in the upper right-hand corner of every screen is used to submit questions,
suggestions, or problems. A support team regularly reviews all feedback and responds appropriately.

B User: CEClinician

4= Patient Applications My Patients Administration P provide Feedback

Application Dashboard

Each message will automatically include information about the page and patient currently being viewed.
Therefore, the user should not include patient demographics or other identifying information.

Provide Feedback b4

Send us a question, a suggestion, or a problem that you have encountered.
Flease do not include any confidential patient informatian in vour feedback

Feedback Mesz=zage:

Submit Close
s
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